Agenda

Software and Supply Chain Assurance Winter Forum 2017
December 12-13, 2017, MITRE-1, 7525 Colshire Drive, McLean, VA 22102

Tuesday December 12, 2017

Wednesday December 13, 2017
OMG/CISQ

Welcome

SCRM Implementation in the US Government
Facilitator: Jon Boyens, NIST

SAFECode: State of Software Security
e Steve Lipner, SAFECode

NTIA Discussion on the Patchability and

e Carter Schoenberg, Hemisphere Cyber Risk
Management, LLC

g e Amy Hintz, Department of Commerce Upgradability of loT
’g’ e Willie Crenshaw, NASA e Allan Friedman, NTIA
e Sue Farrand, Department of Energy
NISTIR 8179, Criticality Analysis Process Model
e Celia Paulsen, NIST
Break (10:30 -11:00 AM) Break (10:30-11:00 AM)
ABA Vendor Checklist Infusing Cybersecurity into the Acquisition Process
e Lucy Thomson, Cybersecurity Legal Task Force e Shon Lyublanovits (GSA)
i
=
§ Capability Maturity Model Integration (CMMI) Tool Software Supply Chain Attacks
= | Based on the Cyber Security Framework e Rick Shaw, Contract support for NCSC
e Doug Grindstaff, CMMI Institute Placemat
Reference List
Lunch (12:30-1:30PM) Lunch (12:30-1:30PM)
NIST-GSA-UMD Predictive Analytics Model Research Apprenticeships
Findings Facilitator: Girish Seshagiri, Ishpi Information
e Dr. Sandy Boyson, UMD Technologies
. . L e Carol Woody, SEI
g Trusted Computlng Supply Chain Validation «  Marian Merritt, NIST
S e Lawrence Reinert, NSA «  Noel Kyle, DHS
<
e e sy it G il New Automated Technical Debt Standard for
R tarBodsonalnzel Benchmarking Software Quality Improvements
e  Dr. Bill Curtis, Consortium for IT Software Quality
(C1sQ)
Break (3-3:30 PM) Break (3-3:30 PM)
Juniper SCRM Best Practices Case Study Integrating Safety with Security in the Industrial loT
e Danielle Zeedick, Juniper Ecosystem
° Bob Martin, MITRE
§ Lessons Learned from Independent Engagements of .
= | Small and Medium Size Organizations B Lead,erSh'p,a"d SR Way ghcat )
ES e  Dr. Bill Curtis, Consortium for IT Software Quality

(CI1sQ)
° Don Davidson, DOD
e Joe Jarzombek, Synopsys

Website:https://csrc.nist.gov/projects/supply-chain-risk-management/ssca

Registration: https://register.mitre.org/ssca/



https://csrc.nist.gov/projects/supply-chain-risk-management/ssca
https://register.mitre.org/ssca/
http://www.omg.org/
http://www.it-cisq.org/
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TueAM_1_3_eSCRM_Program_Overview.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TuesAM_1_4_Criticality_Analysis.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedAM1_1_SSCA_SAFECode_Presentation_December_2017.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TueAM2_2_CMMI.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TueAM2_2_CMMI.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedAM2_1%20Infusing%20Cybersecurity%20into%20the%20Acquisition%20Process%20by%20Shon%20Lyublanovits.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/NCSC_Placemat.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/NCSC_Reference%20List.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TuePM1_3_%20Intel.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM1_1-SSCA_Seshagiri_Gold.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM1_1-SSCA_Seshagiri_Gold.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM1_2_Software%20Assurance%20Curriculum%20CWoody.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM1_5_Technical%20Debt_CISQ.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM1_5_Technical%20Debt_CISQ.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/TuePM2_1_JUNIPER.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM2_1_Integrating%20Safety%20with%20Security%20in%20the%20Industrial%20IoT%20Ecosystem.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/ssca/2017-winter/WedPM2_1_Integrating%20Safety%20with%20Security%20in%20the%20Industrial%20IoT%20Ecosystem.pdf

